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Abst r act

This docunent is a conpilation of issues found during six
interoperability events and 5 years of experience with inplenenting,
testing, and using Stream Control Transm ssion Protocol (SCTP) al ong
with the suggested fixes. This docunent provides deltas to RFC 2960
and is organized in a tinme-based way. The issues are listed in the
order they were brought up. Because sone text is changed severa
times, the last delta in the text is the one that shoul d be appli ed.
In addition to the delta, a description of the problem and the
details of the solution are also provided.
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1. Introduction

Thi s docunent contains a conpilation of all defects found up unti
the publishing of this docunent for the Stream Control Transm ssion
Protocol (SCTP), RFC 2960 [5]. These defects nmay be of an editorial
or technical nature. This docunent nmay be thought of as a conpanion
docunent to be used in the inplenentation of SCTP to clarify errors
in the original SCTP docunent.

Thi s docunent provides a history of the changes that will be conpiled
into RFC 2960’ s [5] BIS docunent. Each error will be detailed within
this document in the form of

o the problemdescription

o the text quoted from RFC 2960 [5],

o the replacenent text that should be placed into the BI S docunent,
and

0 a description of the solution

This docunent is a historical record of sequential changes what have
been found necessary at various interop events and through discussion
on this list.

Not e that because sone text is changed several times, the last delta
for a text in the docunent is the erratumfor that text in RFC 2960
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1.1. Conventions

The keywords MJUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOMVENDED, NOT RECOMVENDED, MAY, and OPTI ONAL, when
they appear in this docunent, are to be interpreted as described in
RFC 2119 [2].

2. Corrections to RFC 2960
2.1. Incorrect Error Type During Chunk Processing.
2.1.1. Description of the Problem

A typo was discovered in RFC 2960 [5] that incorrectly specifies an
action to be taken when processing chunks of unknown identity.

2.1.2. Text changes to the docunent

ad text: (Section 3.2)

01 - Stop processing this SCTP packet and discard it, do not process
any further chunks within it, and report the unrecognized
paraneter in an 'Unrecogni zed Paraneter Type' (in either an
ERROR or in the INT ACK).

New text: (Section 3.2)

01 - Stop processing this SCTP packet and discard it, do not process
any further chunks within it, and report the unrecognized
chunk in an ' Unrecogni zed Chunk Type’
2.1.3. Solution Description
The receiver of an unrecogni zed chunk should not send a ’'paraneter’
error but instead should send the appropriate chunk error as
descri bed above.
2.2. Parameter Processing |ssue
2.2.1. Description of the Problem
A typographical error was introduced through an inproper cut and

paste in the use of the upper two bits to describe proper handling of
unknown paraneters.
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2.2.2. Text Changes to the Docunent

ad text: (Section 3.2.1)

00 - Stop processing this SCTP packet and discard it; do not process
any further chunks within it.

01 - Stop processing this SCTP packet and discard it, do not process
any further chunks within it, and report the unrecognized
paraneter in an 'Unrecogni zed Paraneter Type' (in either an
ERROR or in the INT ACK).

New text: (Section 3.2.1)

00 - Stop processing this SCTP chunk and discard it, do not process
any further parameters within this chunk.

01 - Stop processing this SCTP chunk and discard it, do not process
any further paranmeters within this chunk, and report the
unrecogni zed paraneter in an ’'Unrecogni zed Paraneter Type' (in
either an ERROR or in the INIT ACK).

2.2.3. Solution Description
It was always the intent to stop processing at the |level one was at
in an unknown chunk or paraneter with the upper bit set to 0. Thus,
if you are processing a chunk, you should drop the packet. |If you
are processing a paraneter, you should drop the chunk

2.3. Paddi ng Issues

2.3.1. Description of the Problem
A problemwas found when a Chunk ternminated in a TLV paraneter. |f
this last TLV was not on a 32-bit boundary (as required), there was

confusion as to whether the | ast padding was included in the chunk
| engt h.
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2.3.2. Text Changes to the Docunent

ad text: (Section 3.2)

Chunk Length: 16 bits (unsigned integer)

This value represents the size of the chunk in bytes including the
Chunk Type, Chunk Fl ags, Chunk Length, and Chunk Val ue fi el ds.
Therefore, if the Chunk Value field is zero-length, the Length
field will be set to 4. The Chunk Length field does not count any
paddi ng.

Chunk Val ue: variable length

The Chunk Value field contains the actual information to be
transferred in the chunk. The usage and format of this field is
dependent on the Chunk Type.

The total length of a chunk (including Type, Length and Val ue fi el ds)
MUST be a nultiple of 4 bytes. |If the length of the chunk is not a
multiple of 4 bytes, the sender MJUST pad the chunk with all zero
bytes and this padding is not included in the chunk I ength field.

The sender should never pad with nore than 3 bytes. The receiver
MUST i gnore the paddi ng bytes.

New text: (Section 3.2)

Chunk Length: 16 bits (unsigned integer)

This value represents the size of the chunk in bytes, including
the Chunk Type, Chunk Fl ags, Chunk Length, and Chunk Val ue fields.
Therefore, if the Chunk Value field is zero-length, the Length
field will be set to 4. The Chunk Length field does not count any
chunk paddi ng.

Chunks (including Type, Length, and Value fields) are padded out
by the sender with all zero bytes to be a multiple of 4 bytes
long. This padding MJUST NOT be nore than 3 bytes in total. The
Chunk Length val ue does not include terninating padding of the
chunk. However, it does include paddi ng of any variable-1ength
paraneter except the |l ast paraneter in the chunk. The receiver
MUST i gnore the paddi ng.
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Not e: A robust inplenentation should accept the Chunk whet her or
not the final padding has been included in the Chunk Length.

Chunk Val ue: variable length

The Chunk Value field contains the actual information to be
transferred in the chunk. The usage and format of this field is
dependent on the Chunk Type.

The total length of a chunk (including Type, Length, and Val ue
fields) MIST be a multiple of 4 bytes. |If the length of the chunk is
not a nmultiple of 4 bytes, the sender MJUST pad the chunk with al

zero bytes, and this padding is not included in the chunk |ength
field. The sender should never pad with nore than 3 bytes. The
recei ver MJST ignore the paddi ng bytes.

2.3.3. Solution Description

The above text nekes clear that the padding of the |ast paraneter is
not included in the Chunk Length field. It also clarifies that the
paddi ng of paraneters that are not the | ast one nmust be counted in
the Chunk Length field.

2.4. Parameter Types across Al Chunk Types
2.4.1. Description of the Problem

A problemwas noted when nmultiple errors are needed to be sent
regardi ng unknown or unrecogni zed paraneters. Since often the error
type does not hold the chunk type field, it nmay becone difficult to
tell which error was associated wi th which chunk

2.4.2. Text Changes to the Docunent

ad text: (Section 3.2.1)

The actual SCTP paraneters are defined in the specific SCTP chunk
sections. The rules for |ETF-defined paraneter extensions are
defined in Section 13. 2.

New text: (Section 3.2.1)

The actual SCTP paranmeters are defined in the specific SCTP chunk
sections. The rules for |ETF-defined paraneter extensions are
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defined in Section 13.2. Note that a paraneter type MJST be uni que
across all chunks. For exanple, the paraneter type '5 is used to
represent an |Pv4 address (see Section 3.3.2). The value '5 thenis
reserved across all chunks to represent an | Pv4 address and MJST NOT
be reused with a different nmeaning in any other chunk

ad text: (Section 13.2)

13.2 | ETF-defi ned Chunk Paraneter Extension

The assi gnnment of new chunk paraneter type codes is done through an
| ETF Consensus action as defined in [ RFC2434]. Docunentation of the
chunk paraneter MJST contain the follow ng information

a) Name of the paraneter type.

b) Detail ed description of the structure of the paraneter field.
This structure MJST conformto the general type-Iength-val ue
format described in Section 3.2.1.

c) Detailed definition of each conponent of the paraneter type.

d) Detailed description of the intended use of this paraneter type,
and an indication of whether and under what circunstances multiple
i nstances of this paranmeter type nay be found within the sane
chunk.

New text: (Section 13.2)

13.2. | ETF-defined Chunk Paraneter Extension

The assi gnnent of new chunk paraneter type codes is done through an

| ETF Consensus action, as defined in [RFC2434]. Docunentation of the

chunk paraneter MJST contain the follow ng information:

a) Nanme of the paraneter type

b) Detail ed description of the structure of the paraneter field.
This structure MJST conformto the general type-Iength-val ue
format described in Section 3.2.1.

c) Detailed definition of each conponent of the paraneter type.
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d) Detailed description of the intended use of this paraneter type,
and an indication of whether and under what circunstances multiple
i nstances of this paranmeter type nay be found within the sane
chunk.

e) Each paraneter type MJST be uni que across all chunks.

2.4.3. Solution Description
By having all paraneters unique across all chunk assignnents (the
current assignnent policy), no anbiguity exists as to what a
paraneter neans in different contexts. The trade-off for this is a
smal | er paraneter space, i.e., 65,536 paraneters versus 65,536 *
Number - of - chunks.

2.5. Stream Paraneter Carification

2.5.1. Description of the problem

A probl em was found where the specification is unclear on the
legality of an endpoint asking for nore streamresources than were

allowed in the MS value of the INNT. In particular, the value in
the INNT ACK requested in its OS value was larger than the M S val ue
received in the INIT chunk. This behavior is illegal, yet it was

unspecified in RFC 2960 [5]

2.5.2. Text Changes to the Docunent

ad text: (Section 3.3.3)

Nunber of Qutbound Streans (OS): 16 bits (unsigned integer)
Defi nes the nunber of outbound streans the sender of this INT ACK
chunk wi shes to create in this association. The value of 0 MJST
NOT be used.

Note: A receiver of an INNT ACK with the OS value set to 0 SHOULD
destroy the association discarding its TCB
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New text: (Section 3.3.3)

Number of Qutbound Streams (OS): 16 bits (unsigned integer)
Defines the nunber of outbound streans the sender of this INT ACK
chunk wi shes to create in this association. The value of 0 MJST
NOT be used, and the val ue MJST NOT be greater than the M S val ue
sent in the INT chunk.

Note: A receiver of an INNT ACK with the OS value set to 0 SHOULD
destroy the association, discarding its TCB

2.5.3. Solution Description
The change in wordi ng, above, changes it so that a responder to an
INIT chunk does not specify nore streans in its OS value than were
represented to it in the MS value, i.e., its nmaxinmm

2.6. Restarting Association Security Issue

2.6.1. Description of the Problem

A security problemwas found when a restart occurs. It is possible
for an intruder to send an INIT to an endpoint of an existing
association. In the INIT the intruder would list one or nore of the

current addresses of an association and its own. The nornal restart
procedures would then occur, and the intruder would have hijacked an
associ ati on.
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Text Changes to the Docunent

ext: (Section 3.3.10)

Val ue

QUOUoO~NOUITA,WNEF

-

Cause Code

Invalid Stream Identifier
M ssi ng Mandat ory Paraneter
Stal e Cookie Error

Qut of Resource

Unr esol vabl e Address

Unr ecogni zed Chunk Type

I nvalid Mandatory Paraneter
Unr ecogni zed Paraneters

No User Data

Cooki e Recei ved Whil e Shutting Down

Cause Length: 16 bits (unsigned integer)

Set to the size of the paraneter in bytes

Co

April 2006

i ncludi ng the Cause

de, Cause Length, and Cause-Specific Information fields

Cause-specific Information: variable |length

This field carries the details of the error condition

Sections 3.3.10.1 -

3.3.10. 10 define error causes for SCTP

Guidelines for the | ETF to define new error cause val ues are
di scussed in Section 13. 3.

Stewart,

et al.
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New text: (Section 3.3.10)

Val ue Cause Code

Invalid Stream |l dentifier

M ssi ng Mandat ory Paraneter

Stal e Cookie Error

Qut of Resource

Unr esol vabl e Addr ess

Unr ecogni zed Chunk Type

I nvalid Mandatory Paraneter

Unr ecogni zed Par aneters

No User Data

Cooki e Recei ved Whil e Shutting Down
Restart of an Association with New Addresses

POOO~NOUTRAWNPE

I

Cause Length: 16 bits (unsigned integer)

Set to the size of the paraneter in bytes, including the Cause
Code, Cause Length, and Cause-Specific Information fields.

Cause-specific Information: variable length
This field carries the details of the error condition

Sections 3.3.10.1 - 3.3.10.11 define error causes for SCTP.
Cui delines for the I|ETF to define new error cause val ues are
di scussed in Section 13. 3.

New text: (Note no old text, new error cause added in section 3.3.10)

3.3.10.11. Restart of an Association with New Addresses (11)

Cause of error

Restart of an association with new addresses: An INIT was received
on an existing association. But the INIT added addresses to the
association that were previously NOT part of the association. The
new addresses are listed in the error code. This ERRORis normally
sent as part of an ABORT refusing the INIT (see Section 5.2).
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| Cause Code=11 | Cause Lengt h=Vari abl e |
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/ New Address TLVs /
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Not e: Each New Address TLV is an exact copy of the TLV
that was found in the INT chunk that was new, including the
Paranmeter Type and the Parameter |ength.

ad text: (Section 5.2.1)

Upon receipt of an INIT in the COOKIE-WAI T or COXKI E- ECHOED state, an
endpoi nt MUST respond with an INIT ACK using the sane paraneters it
sent inits original INIT chunk (including its Initiation Tag,
unchanged). These original paraneters are conbined with those from
the newly received INNT chunk. The endpoint shall also generate a
State Cookie with the INNT ACK. The endpoint uses the paraneters
sent inits INNT to calculate the State Cookie.

New text: (Section 5.2.1)

Upon receipt of an INIT in the COOKIE-WAIT state, an endpoi nt MJST
respond with an INIT ACK using the sanme paraneters it sent in its
original INIT chunk (including its Initiation Tag, unchanged). Wen
respondi ng, the endpoint MJST send the INIT ACK back to the sane
address that the original INIT (sent by this endpoint) was sent to.

Upon receipt of an INIT in the COXKIE- ECHCED state, an endpoi nt MJST
respond with an INIT ACK using the sanme paraneters it sent in its
original INIT chunk (including its Initiation Tag, unchanged),

provi ded that no NEW address has been added to the formng
association. |If the INIT nessage indicates that a new address has
been added to the association, then the entire INNT MJUST be

di scarded, and NO changes should be made to the existing association.
An ABORT SHOULD be sent in response that MAY include the error
"Restart of an association with new addresses’. The error SHOULD
list the addresses that were added to the restarting associ ation.
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When responding in either state (COOKI E-WAI T or COOKI E-ECHOED) with
an INIT ACK, the original paraneters are conbined with those fromthe
newly received INNT chunk. The endpoint shall also generate a State
Cookie with the INNT ACK. The endpoint uses the paraneters sent in
its INIT to calculate the State Cooki e.

ad text: (Section 5.2.2)

5.2.2 Unexpected INIT in States O her than CLOSED, COCKI E- ECHOED
COOKI E-WAI T and SHUTDOWN- ACK- SENT

Unl ess ot herwi se stated, upon reception of an unexpected INIT for
this association, the endpoint shall generate an INNT ACK with a
State Cookie. In the outbound INIT ACK the endpoint MJST copy its
current Verification Tag and peer’s Verification Tag into a reserved
place within the state cookie. W shall refer to these |locations as
the Peer’s-Tie-Tag and the Local -Tie-Tag. The outbound SCTP packet
containing this INNT ACK MUST carry a Verification Tag val ue equal to
the Initiation Tag found in the unexpected INIT. And the INNT ACK
MUST contain a new Initiation Tag (random y generated see Section
5.3.1). Oher paraneters for the endpoint SHOULD be copied fromthe
exi sting paraneters of the association (e.g., nunber of outbound
streans) into the INIT ACK and cooki e.

After sending out the INNT ACK, the endpoint shall take no further
actions, i.e., the existing association, including its current state,
and the correspondi ng TCB MUST NOT be changed.

Note: Only when a TCB exists and the association is not in a COXI E-
WAIT state are the Tie-Tags populated. For a normal association INIT
(i.e., the endpoint is in a COXIE-WAIT state), the Tie-Tags MJST be
set to O (indicating that no previous TCB existed). The INIT ACK and
State Cookie are popul ated as specified in section 5.2.1.

New text: (Section 5.2.2)

5.2.2. Unexpected INIT in States O her Than CLOSED, COCKI E- ECHOED
COOXKI E-WAI' T, and SHUTDOWN- ACK- SENT

Unl ess ot herwi se stated, upon receipt of an unexpected INIT for this
associ ation, the endpoint shall generate an INNT ACK with a State
Cooki e. Before responding, the endpoint MJST check to see if the
unexpected I NI T adds new addresses to the association. If new
addresses are added to the association, the endpoint MJST respond
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with an ABORT, copying the 'Initiation Tag’ of the unexpected INIT
into the "Verification Tag’ of the outbound packet carrying the
ABORT. |In the ABORT response, the cause of error MAY be set to
"restart of an association with new addresses’. The error SHOULD
list the addresses that were added to the restarting association

If no new addresses are added, when responding to the INIT in the
out bound INIT ACK, the endpoint MJST copy its current Verification
Tag and peer’s Verification Tag into a reserved place within the
state cookie. W shall refer to these locations as the Peer’s-Tie-
Tag and the Local -Tie-Tag. The outbound SCTP packet containing this
INNT ACK MUST carry a Verification Tag value equal to the Initiation
Tag found in the unexpected INIT. And the INNT ACK MJST contain a
new Initiation Tag (randomy generated; see Section 5.3.1). Oher
paraneters for the endpoint SHOULD be copied fromthe existing
paraneters of the association (e.g., nunber of outbound streanms) into
the INIT ACK and cooki e.

After sending out the INIT ACK or ABORT, the endpoint shall take no
further actions; i.e., the existing association, including its
current state, and the correspondi ng TCB MJUST NOT be changed.

Note: Only when a TCB exists and the association is not in a COXI E-
WAI T or SHUTDOWN- ACK- SENT state are the Tie-Tags populated with a
val ue other than 0. For a normal association INIT (i.e., the
endpoint is in the CLOSED state), the Tie-Tags MJST be set to 0O
(indicating that no previous TCB existed).

2.6.3. Solution Description

A new error code is being added, along with specific instructions to
send back an ABORT to a new association in a restart case or

col lision case, where new addresses have been added. The error code
can be used by a legitimate restart to informthe endpoint that it
has made a software error in adding a new address. The endpoint then
can choose to wait until the OOIB ABORT tears down the old
association, or to restart w thout the new address.

Al so, the note at the end of Section 5.2.2 explaining the use of the

Ti e-Tags was nodified to properly explain the states in which the
Ti e- Tags should be set to a value different than O.
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2.7. Inplicit Ability to Exceed cwnd by PMIU-1 Bytes
2.7.1. Description of the Problem

Some inplementations were having difficulty growing their cwnd. This
was due to an inproper enforcenent of the congestion control rules.
The rules, as witten, provided for a slop over of the cwnd val ue.
Wthout this slop over, the sender woul d appear NOT to be using its
full cwnd value and thus woul d never increase it.

2.7.2. Text Changes to the Docunent

ad text: (Section 6.1)

B) At any given tine, the sender MJUST NOT transnmit new data to a
given transport address if it has cwnd or nore bytes of data
outstanding to that transport address.

New text: (Section 6.1)

B) At any given tine, the sender MJUST NOT transnit new data to a
given transport address if it has cwnd or nore bytes of data
outstanding to that transport address. The sender nay exceed cwnd
by up to (PMIU-1) bytes on a new transmission if the cwnd is not
currently exceeded.

2.7.3. Solution Description

The text changes nmake clear the ability to go over the cwnd val ue by
no nore than (PMIU-1) bytes.

2.8. Issues with Fast Retransmt
2.8.1. Description of the Problem

Several problens were found in the current specification of fast
retransmt. The current wording did not require GAP ACK bl ocks to be
sent, even though they are essential to the workings of SCTP s
congestion control. The specification left unclear how to handl e the
fast retransmt cycle, having the inplenmentation wait on the cwnd to
retransmit a TSN that was marked for fast retransmit. No lint was
pl aced on how many times a TSN coul d be fast retransmtted. Fast
Recovery was not specified, causing the congestion w ndow to be
reduced drastically when there are multiple losses in a single RITT.
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2.8.2. Text Changes to the Docunent

ad text: (Section 6.2)

Acknowl edgenents MJST be sent in SACK chunks unl ess shutdown was
requested by the ULP in which case an endpoi nt MAY send an

acknow edgenent in the SHUTDOMAN chunk. A SACK chunk can acknow edge
the reception of multiple DATA chunks. See Section 3.3.4 for SACK
chunk format. |In particular, the SCTP endpoint MJST fill in the
Cumul ative TSN Ack field to indicate the | atest sequential TSN (of a
valid DATA chunk) it has received. Any received DATA chunks with TSN
greater than the value in the Cunul ative TSN Ack field SHOULD al so be
reported in the Gap Ack Bl ock fields.

New text: (Section 6.2)

Acknowl edegnments MUST be sent in SACK chunks unl ess shutdown was
requested by the ULP, in which case an endpoi nt MAY send an

acknow edgenent in the SHUTDOMN chunk. A SACK chunk can acknow edge
the reception of nmultiple DATA chunks. See Section 3.3.4 for SACK
chunk format. |In particular, the SCTP endpoint MJST fill in the
Cunul ative TSN Ack field to indicate the |atest sequential TSN (of a
val i d DATA chunk) it has received. Any received DATA chunks with
TSN greater than the value in the Curul ative TSN Ack field are
reported in the Gap Ack Block fields. The SCTP endpoi nt MJST

report as nany Gap Ack Blocks as can fit in a single SACK

chunk limted by the current path MIuU

ad text: (Section 6.2.1)

D) Any tinme a SACK arrives, the endpoint perforns the foll ow ng:

i) I'f Cunulative TSN Ack is less than the Cunul ative TSN Ack
Point, then drop the SACK. Since Curul ative TSN Ack is
nmonot oni cal Iy increasing, a SACK whose Cunul ative TSN Ack is
| ess than the Cunul ative TSN Ack Point indicates an out-of-
order SACK

ii) Set rwnd equal to the newly received a_rwnd nminus the

nunber of bytes still outstanding after processing the
Cumul ati ve TSN Ack and the Gap Ack Bl ocks.
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iii) If the SACKis mssing a TSN that was previously

acknow edged via a Gap Ack Block (e.g., the data receiver
reneged on the data), then nark the correspondi ng DATA chunk
as available for retransmit: Mark it as missing for fast
retransmt as described in Section 7.2.4 and if no
retransmt timer is running for the destination address

to which the DATA chunk was originally transmtted, then
T3-rtx is started for that destination address.

New text: (Section 6.2.1)

D) Any tinme a SACK arrives, the endpoint perfornms the follow ng:

i) If Curmulative TSN Ack is less than the Cunul ative TSN Ack
Point, then drop the SACK. Since Curul ative TSN Ack is
nonot oni cal Iy increasing, a SACK whose Cunul ative TSN Ack is
| ess than the Cunul ative TSN Ack Poi nt indicates an out-of -
order SACK.

ii) Set rwnd equal to the newly received a_rwnd mnus the
nunber of bytes still outstanding after processing the
Cumul ative TSN Ack and the Gap Ack Bl ocks.

iii) If the SACKis mssing a TSN that was previously
acknow edged via a Gap Ack Block (e.g., the data receiver
reneged on the data), then consider the correspondi ng DATA
that m ght be possibly mssing: Count one m ss indication
towards fast retransmit as described in Section 7.2.4, and
if noretransmt tinmer is running for the destination
address to which the DATA chunk was originally transmtted,
then T3-rtx is started for that destination address.

iv) If the Cumul ative TSN Ack matches or exceeds the Fast
Recovery exitpoint (Section 7.2.4), Fast Recovery is exited.

ad text: (Section 7.2.4)

Whenever an endpoint receives a SACK that indicates sone TSN(s)
mssing, it SHOULD wait for 3 further miss indications (via
subsequent SACK' s) on the same TSN(s) before taking action wth
regard to Fast Retransmt.

When the TSN(s) is reported as missing in the fourth consecutive
SACK, the data sender shall:
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1) Mark the m ssing DATA chunk(s) for retransm ssion

2) Adjust the ssthresh and cwnd of the destination address(es) to
whi ch the m ssing DATA chunks were | ast sent, according to the
fornmula described in Section 7.2.3.

3) Determine how nany of the earliest (i.e., |lowest TSN) DATA chunks
marked for retransnission will fit into a single packet, subject
to constraint of the path MIU of the destination transport address
to which the packet is being sent. Call this value K. Retransmt
those K DATA chunks in a single packet.

4) Restart T3-rtx tinmer only if the last SACK acknow edged the | owest
out standi ng TSN nunber sent to that address, or the endpoint is
retransmitting the first outstanding DATA chunk sent to that
addr ess.

Not e: Before the above adjustnents, if the received SACK al so
acknow edges new DATA chunks and advances the Cunul ative TSN Ack
Point, the cwnd adjustnment rules defined in Sections 7.2.1 and 7.2.2
nmust be applied first.

A straightforward inplenentation of the above keeps a counter for
each TSN hole reported by a SACK. The counter increnments for each
consecutive SACK reporting the TSN hole. After reaching 4 and
starting the fast retransnit procedure, the counter resets to O.
Because cwnd in SCTP indirectly bounds the nunber of outstanding
TSN s, the effect of TCP fast-recovery is achieved automatically with
no adjustment to the congestion control w ndow size.

New text: (Section 7.2.4)

Whenever an endpoint receives a SACK that indicates that some TSNs
are mssing, it SHOULD wait for 3 further miss indications (via
subsequent SACKs) on the sane TSN(s) before taking action with
regard to Fast Retransmt.

M ss indications SHOULD foll ow the HTNA (H ghest TSN New y
Acknowl edged) algorithm For each incom ng SACK, niss

i ndi cations are increnmented only for missing TSNs prior to
t he hi ghest TSN newly acknowl edged in the SACK. A newy
acknow edged DATA chunk is one not previously acknow edged
ina SACK. If an endpoint is in Fast Recovery and a SACK
arrives that advances the Cunul ative TSN Ack Point, the

m ss indications are incremented for all TSNs reported

m ssing in the SACK
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When the fourth consecutive nmiss indication is received for a TSN(s),
the data sender shall do the follow ng:

1) Mark the DATA chunk(s) with four niss indications for
retransm ssion.

2) If not in Fast Recovery, adjust the ssthresh and cwnd of the
destination address(es) to which the missing DATA chunks were
| ast sent, according to the fornula described in Section 7.2.3.

3) Determine how nmany of the earliest (i.e., |lowest TSN) DATA chunks
mar ked for retransnmission will fit into a single packet, subject
to constraint of the path MIU of the destination transport address
to which the packet is being sent. Call this value K Retransmit
t hose K DATA chunks in a single packet. When a Fast Retransmit is
bei ng perforned, the sender SHOULD ignore the value of cwnd and
SHOULD NOT del ay retransm ssion for this single packet.

4) Restart T3-rtx tinmer only if the last SACK acknow edged the | owest
out standi ng TSN nunber sent to that address, or the endpoint is
retransmitting the first outstanding DATA chunk sent to that
addr ess.

5) Mark the DATA chunk(s) as being fast retransnitted and thus
ineligible for a subsequent fast retransnmit. Those TSNs narked
for retransmni ssion due to the Fast Retransmit al gorithmthat
did not fit in the sent datagramcarrying K other TSNs are al so
marked as ineligible for a subsequent fast retransmt. However,
as they are marked for retransmssion they will be retransmtted
later on as soon as cwnd al | ows.

6) If not in Fast Recovery, enter Fast Recovery and mark the highest
outstanding TSN as the Fast Recovery exit point. Wen a SACK
acknow edges all TSNs up to and including this exit point, Fast
Recovery is exited. Wile in Fast Recovery, the ssthresh and cwnd
SHOULD NOT change for any destinations due to a subsequent Fast
Recovery event (i.e., one SHOULD NOT reduce the cwnd further due
to a subsequent fast retransmit).

Not e: Before the above adjustnents, if the received SACK al so
acknow edges new DATA chunks and advances the Cunul ative TSN Ack
Point, the cwnd adjustnent rules defined in Sections 7.2.1 and 7.2.2
nmust be applied first.

2.8.3. Solution Description

The effect of the above wordi ng changes are as foll ows:
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o It requires with a MUST the sending of GAP Ack bl ocks instead of
the current RFC 2960 [5] SHOULD

o It allows a TSN being Fast Retransmitted (FR) to be sent only once
via FR

0o It ends the delay in waiting for the flight size to drop when a
TSN is identified as being ready to FR

o It changes the way chunks are marked during fast retransnit, so
that only new reports are counted.

o It introduces a Fast Recovery period to avoid nultiple congestion
wi ndow reductions when there are nultiple losses in a single RTT
(as shown by Caro et al. [3]).

These changes will effectively allow SCTP to follow a sim|ar node
as TCP+SACK in the handling of Fast Retransnit.

2.9. Mssing Statenent about partial bytes acked Update
2.9.1. Description of the Problem

SCTP uses four control variables to regulate its transm ssion rate:
rwnd, cwnd, ssthresh, and partial bytes acked. Upon detection of
packet | osses from SACK, or when the T3-rtx timer expires on an
address, cwnd and sst hresh shoul d be updated as stated in Section
7.2.3. However, that section should also clarify that

partial _bytes_acked nust be updated as well; it has to be reset to O.

2.9.2. Text Changes to the Docunent

ad text: (Section 7.2.3)

7.2.3 Congestion Control

Upon detection of packet |osses from SACK (see Section 7.2.4), An
endpoi nt should do the foll ow ng:

ssthresh = max(cwnd/ 2, 2*MIU)
cwnd = ssthresh

Basically, a packet |oss causes cwnd to be cut in half.

When the T3-rtx timer expires on an address, SCTP should perform sl ow
start by:
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ssthresh = max(cwnd/ 2, 2*MIU)
cwnd = 1*MIuU

New text: (Section 7.2.3)

7.2.3. Congestion Control

Upon detection of packet |osses from SACK (see Section 7.2.4), an
endpoi nt should do the following if not in Fast Recovery:

ssthresh = max(cwnd/ 2, 2*MIU)
cwnd = ssthresh
partial bytes _acked = 0
Basically, a packet |oss causes cwnd to be cut in half.

When the T3-rtx timer expires on an address, SCTP shoul d perform sl ow
start by

ssthresh = max(cwnd/ 2, 2*MIU)
cwnd = 1*MIuU
partial bytes acked = 0
2.9.3. Solution Description
The m ssing text added sol ves the doubts about what to do with
partial bytes acked in the situations stated in Section 7.2.3, making
clear that, along with ssthresh and cwnd, partial bytes acked shoul d
al so be updated by being reset to O.
2.10. Issues with Heartbeating and Failure Detection
2.10.1. Description of the Problem

Fi ve basic probl ens have been di scovered with the current heart beat
procedures:

0 The current specification does not specify that you should count a
fail ed heartbeat as an error against the overall association

0 The current specification is not specific as to when you start
sendi ng heartbeats and when you shoul d stop

0 The current specification is not specific as to when you should
respond to heartbeats.
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0 Wen responding to a Heartbeat, it is unclear what to do if nore
than a single TLV is present.

o The jitter applied to a heartbeat was neant to be a small variance
of the RTO and is currently a wi de variance, due to the default
delay tinme and incorrect wording within the RFC

2.10.2. Text Changes to the Docunent

ad text: (Section 8.1)

8.1 Endpoi nt Failure Detection

An endpoi nt shall keep a counter on the total nunber of consecutive
retransm ssions to its peer (including retransm ssions to all the
destination transport addresses of the peer if it is multi-honed).
If the value of this counter exceeds the linmit indicated in the
protocol paraneter ’'Association. Max. Retrans’, the endpoint shal
consi der the peer endpoint unreachable and shall stop transnmitting
any nore data to it (and thus the association enters the CLOSED
state). In addition, the endpoint shall report the failure to the
upper layer, and optionally report back all outstanding user data
remaining in its outbound queue. The association is automatically
cl osed when t he peer endpoi nt becones unreachabl e.

The counter shall be reset each tine a DATA chunk sent to that peer

endpoi nt is acknow edged (by the reception of a SACK), or a
HEARTBEAT- ACK i s received fromthe peer endpoint.
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New text: (Section 8.1)

8.1. Endpoint Failure Detection

An endpoi nt shall keep a counter on the total nunber of consecutive
retransmssions to its peer (this includes retransnissions to all the
destination transport addresses of the peer if it is multi-honed),

i ncl udi ng unacknowl edged HEARTBEAT Chunks. |If the value of this
counter exceeds the Iimt indicated in the protocol paraneter

" Associ ation. Max. Retrans’, the endpoint shall consider the peer
endpoi nt unreachabl e and shall stop transmtting any nore data to it
(and thus the association enters the CLOSED state). |In addition, the
endpoi nt MAY report the failure to the upper layer and optionally
report back all outstanding user data remaining in its outbound
queue. The association is automatically closed when the peer
endpoi nt becones unreachabl e.

The counter shall be reset each tine a DATA chunk sent to that peer
endpoi nt is acknow edged (by the reception of a SACK), or a
HEARTBEAT- ACK i s received fromthe peer endpoint.

ad text: (Section 8.3)

8.3 Path Heart beat

By default, an SCTP endpoint shall nonitor the reachability of the
idle destination transport address(es) of its peer by sending a
HEARTBEAT chunk periodically to the destination transport
address(es).

New text: (Section 8.3)

8.3 Path Heartbeat

By default, an SCTP endpoi nt SHOULD nonitor the reachability of the
idle destination transport address(es) of its peer by sending a
HEARTBEAT chunk periodically to the destination transport

address(es). HEARTBEAT sendi ng MAY begi n upon reaching the

ESTABLI SHED state and is discontinued after sending either SHUTDOAN
or SHUTDOAN- ACK. A receiver of a HEARTBEAT MJST respond to a
HEARTBEAT wi th a HEARTBEAT- ACK after entering the COOKI E- ECHOED state
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(INI'T sender) or the ESTABLISHED state (INIT receiver), up unti
reachi ng the SHUTDOMN SENT state (SHUTDOMN sender) or the SHUTDOM-
ACK- SENT state (SHUTDOMN receiver).

ad text: (Section 8.3)

The recei ver of the HEARTBEAT should i mredi ately respond with a
HEARTBEAT ACK that contains the Heartbeat Information field copied
fromthe recei ved HEARTBEAT chunk

New text: (Section 8.3)

The receiver of the HEARTBEAT should i nmedi ately respond with a
HEARTBEAT ACK that contains the Heartbeat Infornation TLV, together
with any other received TLVs, copied unchanged fromthe received
HEARTBEAT chunk

ad text: (Section 8.3)

On an idle destination address that is allowed to heartbeat, a
HEARTBEAT chunk is RECOMVENDED to be sent once per RTO of that
destination address plus the protocol paranmeter 'HB.interval’ , wth
jittering of +/- 50% and exponential back-off of the RTOif the
previ ous HEARTBEAT i s unanswered.

New text: (Section 8.3)

On an idle destination address that is allowed to heartbeat, it is
reconmended t hat a HEARTBEAT chunk is sent once per RTO of that
destination address plus the protocol parameter 'HB.interval’, with
jittering of +/- 50% of the RTO val ue, a