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Abst r act

This meno describes TCP/IP field behavior in the context of header
conpression. Header conpression is possible because nost header
fields do not vary randomy from packet to packet. Many of the
fields exhibit static behavior or change in a nore or |ess

predi ctable way. Wen a header conpression schene is designed, it is
of fundanental inportance to understand the behavior of the fields in
detail. An exanple of this analysis can be seen in RFC 3095. This
meno perforns a sinmlar role for the conpression of TCP/IP headers.
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1. Introduction

Thi s docunent describes the format of the TCP/IP header and the
header field behavior, i.e., howfields vary within a TCP flow. The
description is presented in the context of header conpression

Since the I P header does exhibit slightly different behavior from
that previously presented in RFC 3095 [31] for UDP and RTP, it is
al so included in this docunent.

Thi s docunent borrows much of the classification text from RFC 3095
[31], rather than inserting nany references to that docunent.

According to the format presented in RFC 3095 [31], TCP/IP header
fields are classified and analyzed in two steps. First, we have a
general classification in Section 2, where the fields are classified
on the basis of stable know edge and assunptions. This genera
classification does not take into account the change characteristics
of changing fields, as those will vary nore or |ess depending on the
i mpl enentation and on the application used. Section 3 considers how
field values can be used to optim ze short-lived flows. A nore
detail ed analysis of the change characteristics is then done in
Section 4. Finally, Section 5 sunmarizes w th concl usi ons about how
the various header fields should be handled by the header conpression
schene to optim ze conpression

A general question raised by this analysis is: what ’baseline
definition of all possible TCP/IP inplenmentations is to be
considered? This review is based on an analysis of currently

depl oyed TCP inpl enentations supporting nechani sns st andardi sed by
the | ETF.

The general requirenment for transparency is also interesting. A
nunber of recent proposals for extensions to TCP use sonme of the
previously 'reserved’ bits in the TCP packet header. Therefore, a
"reserved’ bit cannot be taken to have a guaranteed zero value; it
may change. ldeally, this should be acconmmbdated by the conpression
profile.

A nunber of reserved bits are available for future expansion. A
treatment of field behavior cannot predict the future use of such
bits, but we expect that they will be used at sone point. G ven
this, a conpression schene can optinise for the current situation but
shoul d be capabl e of supporting any arbitrary usage of the reserved
bits. However, it is inpossible to optinmise for usage patterns that
have yet to be defined
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2.

Ceneral classification

The followi ng definitions (and sone text) are copied from RFC 3095
[31], Appendix A. Differences of IP field behavior between RFC 3095
[31] (i.e., |P/UDP/RTP behavior for audio and video applications) and
thi s document have been identified.

For the followi ng, we define "session" as a TCP packet stream being
a series of packets with the same | P addresses and port nunbers. A
packet flow is defined by certain fields (see STATI C DEF, bel ow) and
may be considered a subset of a session. See [31] for a fuller

di scussi on of separation of sessions into streans of packets for
header conpression.

At a general level, the header fields are separated into 5 cl asses:

0 | NFERRED
These fields contain values that can be inferred from other
val ues (for exanple, the size of the frane carrying the packet)
and thus do not have to be handled at all by the conpression
schene.

o STATIC
These fields are expected to be constant throughout the
lifetime of the packet stream Static information nust in sone
way be communi cated once

o STATI G DEF

STATI C fiel ds whose val ues define a packet stream They are in
general handl ed as STATIC.

o0 STATI G KNOWN

These STATIC fields are expected to have wel | - known val ues and
therefore do not need to be conmmunicated at all

o CHANG NG

These fields are expected to vary randomy within a linmted
val ue set or range or in sone other manner.
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In this section, each of the IP and TCP header fields is assigned to
one of these classes. For all fields except those classified as
CHANG NG, the notives for the classification are also stated. In
section 4, CHANG NG fields are further exam ned and classified on the
basis of their expected change behavior.

2.1. | P Header Fields

2.1.1. |1Pv6 Header Fields

e e e e e e e e o B S S +
| Field | Size (bits) | d ass |
S e e +
| Version | 4 | STATIC |
| DSCpP* | 6 | ALTERNATI NG |
| ECT flag* | 1 | CHANG NG |
| CE flag* | 1 | CHANG NG |
| Fl ow Label | 20 | STATI G DEF |
| Payl oad Length | 16 | | NFERRED |
| Next Header | 8 | STATI C |
| Hop Limt | 8 | CHANG NG |
| Source Address | 128 | STATI C- DEF |
| Destination Address | 128 | STATI C- DEF |
i S S +

* Differs fromRFC 3095 [31]. (The DSCP, ECT,
and CE flags were anal gamated into the Traffic
C ass octet in RFC 3095).

Figure 1. |1Pv6 Header Fields
o \Version

The version field states which I P version is used. Packets
with different values in this field nust be handl ed by
different I P stacks. Al packets of a packet stream nust
therefore be of the same I P version. Accordingly, the field is
classified as STATIC

o Fl ow Label

This field may be used to identify packets belonging to a
specific packet stream If the field is not used, its value
shoul d be zero. Oherwi se, all packets belonging to the sane
stream nust have the sane value in this field, it being one of
the fields that define the stream The field is therefore

cl assified as STATI C DEF.
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o Payload Length

I nformati on about packet length (and, consequently, payl oad
I ength) is expected to be provided by the Iink layer. The
field is therefore classified as | NFERRED.

0 Next Header

This field will usually have the sanme value in all packets of a
packet stream It encodes the type of the subsequent header.
Only when extension headers are sonetines absent will the field
change its value during the lifetine of the stream The field
is therefore classified as STATIC. The classification of
STATIC is inherited from RFC 3095 [31]. However, note that the
next header field is actually determnmined by the type of the
foll owi ng header. Thus, it might be nore appropriate to view
this as an inference, although this depends upon the specific

i npl enent ati on of the conpression schene.

0 Source and Destination Addresses

These fields are part of the definition of a stream and
therefore nust be constant for all packets in the stream The
fields are therefore classified as STATI C DEF.

This mght be considered as a slightly sinplistic view In
this docunent, the | P addresses are associated with the
transport |ayer connection and assuned to be part of the
definition of a flow More conplex flow separation could, of
course, be considered (see also RFC 3095 [31] for nore

di scussion of this issue). Were tunneling is being perforned,
the use of the I P addresses in outer tunnel headers is also
assuned to be STATI C DEF.

The total size of the fields in each class is as follows:

ook ook +
| dass | Size (octets)|
o e e o e e +
| | NFERRED | 2 |
| STATIC | 1.5 |
| STATIC DEF | 34.5 |
| STATI G- KNOMWN | 0 |
| CHANG NG | 2

o e e o e e +

Figure 2: Field sizes
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| Pv4 Header Fields

Fmm e e e e B oo oo +
| Field | Size (bits) | d ass |
e e e e e e e e o B S S +
| Version | 4 | STATI C |
| Header Length | 4 | STATI C- KNOMWN |
| DScP* | 6 |  ALTERNATING |
| ECT flag* | 1 | CHANG NG |
| CE flag* | 1 | CHANG NG |
| Packet Length | 16 | | NFERRED |
| lIdentification | 16 | CHANG NG |
| Reserved flag* | 1 | CHANG NG |
| Don’t Fragment flag*| 1 | CHANG NG |
| More Fragnments flag | 1 | STATI C- KNOMWN |
| Fragment O fset | 13 | STATI G- KNOMN |
| Tinme To Live | 8 | CHANG NG |
| Protocol | 8 | STATI C |
| Header Checksum | 16 | | NFERRED |
| Source Address | 32 | STATI C- DEF |
| Destination Address | 32 | STATI C- DEF |
o e e e e e e e ea oo Fom e e e e e o oo e +

* Differs from RFC 3095 [31]. (The DSCP, ECT
and CE flags were anal gamated into the TCS
octet in RFC 3095; the DF flag behavior is
considered later; the reserved field is
di scussed bel ow).

Figure 3. |1Pv4 Header Fields
rsion

The version field states which I P version is used. Packets
with different values in this field nust be handl ed by
different I P stacks. Al packets of a packet stream nust
therefore be of the same I P version. Accordingly, the field is
classified as STATIC

0 Header Length

As long as no options are present in the |IP header, the header
length is constant and well known. |If there are options, the
fields woul d be STATIC, but it is assumed here that there are
no options. The field is therefore classified as STATI C- KNOAN.
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o Packet Length

I nformati on about packet length is expected to be provided by
the link layer. The field is therefore classified as | NFERRED

o Flags

The Reserved flag nmust be set to zero, as defined in RFC 791
[1]. In RFC 3095 [31] the field is therefore classified as
STATI G- KNOAN. However, it is expected that reserved fields may
be used at some future point. It is undesirable to select an
encodi ng that woul d preclude the use of a conpression profile
for a future change in the use of reserved fields. For this
reason, the alternative encoding of CHANG NG is used. (A
conpression profile can, of course, still optinise for the
current situation, where the field value is known to be 0).

The More Fragnents (MF) flag is expected to be zero because
fragmentation is, ideally, not expected. However, it is also
under st ood that some scenarios (for exanple, sone tunnelling
architectures) do cause fragnmentation. |n general, though,
fragmentation is not expected to be common in the Internet due
to a conmbination of initial MSS negotiation and subsequent use
of path-MIU di scovery. RFC 3095 [31] points out that, for RTP,
only the first fragnent will contain the transport |ayer

prot ocol header; subsequent fragnments would have to be
conpressed with a different profile. This is also obviously
the case for TCP. |If fragmentation were to occur, the first
fragment, by definition, would be relatively large, mnimzing
t he header overhead. Subsequent fragnents woul d be conpressed
with another profile. It is therefore considered undesirable
to optinmise for fragnentation in perform ng header conpression
The More Fragnments flag is therefore classified as STATIC
KNOWN

o Fragnent O fset

Under the assunption that no fragnmentation occurs, the fragnent
of fset is always zero. The field is therefore classified as
STATI G- KNOMN. Even if fragnentation were to be further
considered, only the first fragment would contain the TCP
header, and the fragnent offset of this packet would still be
zero.

o Protocol

This field will usually have the sanme value in all packets of a
packet stream It encodes the type of the subsequent header
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Only where the sequence of headers changes (e.g., an extension
header is inserted or deleted or a tunnel header is added or
removed) will the field change its value. The field is
therefore classified as STATIC. Wether such a change woul d
cause the sequence of packets to be treated as a new flow (for
header conpression) is an issue for profile design. ROHC
profiles nmust be able to cope with extension headers and
tunnel ling, but the choice of strategy is outside the scope of
thi s docunent.

0 Header Checksum

The header checksum protects individual hops from processing a

corrupted header. When alnost all | P header information is
conpressed away, there is no point in having this additiona
checksum Instead, it can be regenerated at the deconpressor

side. The field is therefore classified as | NFERRED.

Note that the TCP checksum does not protect the whole TCP/IP
header, but only the TCP pseudo- header (and the payl oad).
Compare this with ROHC [31], which uses a CRCto verify the
unconpressed header. G ven the need to validate the conplete
TCP/ 1 P header, the cost of conputing the TCP checksum over the
entire payl oad, and known weaknesses in the TCP checksum [ 37],
an additional check is necessary. Therefore, it is highly
desirabl e that some additional checksum (such as a CRC) will be
used to validate correct deconpression

0 Source and Destination Addresses
These fields are part of the definition of a stream and nust
thus be constant for all packets in the stream The fields are
therefore classified as STATI C- DEF.

The total size of the fields in each class is as follows:

ook ook +
| dass | Size (octets)|
o e e o e e +
| | NFERRED | 4 |
| STATI C* | 1.5 |
| STATIC DEF | 8 |
| STATI G- KNOAN* | 2.25

| CHANG NG* | 4, 25 |
o e e o e e +

* Differs from RFC 3095 [ 31]

Figure 4. Field sizes
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2.2. TCP Header Fields

oo oo oo +
| Field | Size (bits) | d ass

e e e e e e e e o B S S +
| Source Port | 16 | STATI C- DEF

| Destination Port | 16 | STATI C- DEF

| Sequence Nunber | 32 | CHANG NG

| Acknow edgenment Num | 32 | CHANG NG |
| Data O fset | 4 | | NFERRED

| Reserved | 4 | CHANG NG

| CWR flag | 1 | CHANG NG

| ECE flag | 1 | CHANG NG

| URG flag | 1 | CHANG NG

| ACK flag | 1 | CHANG NG

| PSH flag | 1 | CHANG NG

| RST flag | 1 | CHANG NG

| SYN flag | 1 | CHANG NG

| FINflag | 1 | CHANG NG

| W ndow | 16 | CHANG NG

| Checksum | 16 | CHANG NG |
| Urgent Pointer | 16 | CHANG NG |
| Options | 0(-352) | CHANG NG
i S S +

Figure 5: TCP header fields
0 Source and Destination ports

These fields are part of the definition of a stream and nust thus
be constant for all packets in the stream The fields are
therefore classified as STATI C DEF.

o Data Ofset

The nunber of 4 octet words in the TCP header, indicating the
start of the data. It is always a nultiple of 4 octets. It can
be re-constructed fromthe length of any options, and thus it is
not necessary to carry this explicitly. The field is therefore
classified as | NFERRED.
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2.

3.

3.

Summary for | P/ TCP

Sunmarizing this for | P/TCP, one obtains the follow ng:

S S S +
| Cass \ IPver | IPv6 (octets) | IPv4d (octets)
o e e o e e o e e +
| | NFERRED | 2 +4bits | 4+ 4 bits |
| STATIC | 1+ 4 bits | 1+ 4 bits

| STATI C DEF | 38 + 4 bits | 12

| STATI G KNOMWN | - | 2 + 2 bits

| CHANG NG | 17 + 4 bits | 19 + 6 bits
o e e o e e o e e +
| Totals | 60 | 40
oo oo oo oo oo oo +

(Excl udes options, which are all classified as CHANG NG) .
Figure 6. Overall field sizes
Ol assification of Replicable Header Fields

Where nultiple flows either overlap in time or occur sequentially
within a short space of tine, there can be a great deal of simlarity
in header field values. Such commonality of field values is
reflected in the conpression context. Thus, it should be possible to
utilise commonality between fields across different flows to inprove
the conpression ratio. |In order to do this, it is inportant to
understand the 'replicable characteristics of the various header
fields.

The key concept is that of 'replication’: an existing context is used
as a baseline and replicated to initialise a new context. Those
fields that are the sanme are then automatically initialised in the
new context. Those that have changed will be updated or overwitten
with values fromthe initialisation packet that triggered the
replication. This section considers the comonality between fields
in different flows.

Not e, however, that replication is based on contexts (rather than on
just field values), so conpressor-created fields that are part of the
context may al so be included. These, of course, are dependent upon
the nature of the conpression protocol (ROHC profile) being applied.
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A brief analysis of the relationship of TCP/IP fields anong

"replicable packet streanms foll ows.

"NA

"Yes’ :
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The field need not be considered in the replication

process, as it

t herefore

is inferred or known "a priori
does not appear in the context).

(and,

The field cannot be replicated since its change pattern
bet ween two packet flows is uncorrel ated.

The field may be replicated.

the field value will
streans, only that

Thi s does not guarantee that

be the sane across two candi date

it might be possible

replication to increase the conpression
encodi ng met hods can be used to inprove

ef ficiency.

Ver si on
Header
DSCP
ECT fl ag

CE flag

Packet Length
Identification
Reserved fl ag

Don't Fragnent flag
More Fragnents flag
Fragnent O f set
Time To Live

Pr ot ocol

Header Checksum
Sour ce Address
Desti nati on Address

Length

Figure 7:

| Pv4 Header (Inner and/or CQuter)

to exploit
ratio.

Specific

t he conpression

| dass | Replicable

| STATIC | NVA |
| STATICGKNOMN | NA |
| ALTERNATING | No (1) |
| CHANG NG | No (2)

| CHANG NG | No (2)

| | NFERRED | NVA |
| CHANG NG | Yes (3)

| CHANG NG | No (4)

| CHANG NG | Yes (5)

| STATICGKNOMW | NA |
| STATICGKNOMW | NA |
| CHANG NG | Yes |
| STATIC | NVA |
| | NFERRED | NVA |
| STATI C DEF | Yes |
| STATI C- DEF | Yes |

| Pv4 header

(1) The DSCP is nmarked according to the application’s requirenments.
replicabl e connections belong to the

| f

sane diffserv class
replicable.
any packet marker.
at different points in the network.

it can be assuned that

Thus,

then it

is likely that the DSCP will
The DSCP can be set not only by the sender but by

be

a flow may have a nunber of DSCP val ues
header conpression

However ,
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operates on a point-to-point link and so woul d expect to see a
relatively stable value. |If re-marking is being done based on
the state of a nmeter, then the value may change mid-fl ow
Overal |, though, we expect supporting replication of the DSCP to
be useful for header conpression

(2) It is not possible for the ECN bits to be replicated (note that
use of the ECN nonce schenme [19] is anticipated). However, it
seens likely that all TCP flows between ECN capabl e hosts will
use ECN, the use (or not) of ECN for flows between the sane end-
poi nts m ght be considered replicable. See also note (4).

(3) The replicable context for this field includes the IP-1D, NBQ
and RND flags (as described in ROHC RTP). This highlights that
the replication is of the context, rather than just the header
field values and, as such, needs to be considered based on the
exact nature of conpression applied to each field.

(4) Since the possible future behavior of the 'Reserved Flag'" cannot
be predicted, it is not considered as replicable. However, it
nm ght be expected that the behavior of the reserved flag between
the sane end-points will be simlar. 1In this case, any selection
of packet formats (for exanple) based on this behavior m ght
carry across to the new flow. |In the case of packet fornats,
this can probably be considered as a conpressor-|ocal decision

(5) In theory, the DF bit may be replicable. However, this is not
guaranteed and, in practice, it is unlikely to be useful to do
this. Fromthe perspective of header conpression, having to
i ndi cate whether or not a 1-bit flag should be replicated or
specified explicitly is likely to require nore bits than sinply
conveying the value of the flag. W do not rule out DF
replication.
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3.2. | Pv6 Header (inner and/or outer)

Fmm e e a oo S TR +
| Field | Aass | Replicable |
o e e e e e e S S +
| Version | STATIC | NVA |
| Traffic dass | CHANG NG | Yes (1) |
| ECT flag | CHANG NG | No (2) |
| CE flag | CHANG NG | No (2) |
| Flow Label | STATI C- DEF | NA |
| Payl oad Length | | NFERRED | NA |
| Next Header | STATIC | NA |
| Hop Linmt | CHANG NG | Yes |
| Source Address | STATI C DEF | Yes |
| Destination Address | STATI C- DEF | Yes |
o e e e e e e e e oo Fom e e e e e oo oo Fomm e e e o - +

(1) See conment about DSCP field for |Pv4, above.
(2) See comment about ECT and CE flags for |Pv4, above.

Figure 8. |Pv6 Header

o e e e e e e oo S B S +
| Field | dass | Replicable |
Fom e e e a i oo R R +
| Source Port | STATI C- DEF | Yes (1) |
| Destination Port | STATI C- DEF | Yes (1) |
| Sequence Nunber | CHANG NG | No (2) |
| Acknow edgenent Nunber| CHANG NG | No |
| Data O fset | | NFERRED | NA |
| Reserved Bits | CHANG NG | No (3) |
| Flags | | |
| CWR | CHANG NG | No (4) |
| ECE | CHANG NG | No (4) |
| URG | CHANG NG | No |
| ACK | CHANG NG | No |
| PSH | CHANG NG | No |
| RST | CHANG NG | No |
| SYN | CHANG NG | No |
| FI'N | CHANG NG | No |
| W ndow | CHANG NG | Yes |
| Checksum | CHANG NG | No |
| Urgent Pointer | CHANG NG | Yes (5) |
Fmm e e a oo S TR +

Figure 9: TCP Header
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(1

(2)

(3)
(4)
(5)

3. 4.

(1

(2)

On the server side, the port nunber is likely to be a well-known
value. On the client side, the port nunber is generally selected
by the stack automatically. Wether the port nunber is
replicabl e depends upon how the stack chooses the port nunber.
VWi | st nost inplenmentations use a sinple schene that sequentially
pi cks the next available port nunber, it may not be desirable to
rely on this behavi or

Wth the recomendati on (and expected depl oynent) of TCP Initial
Sequence Number randomi zation, defined in RFC 1948 [10], it wll
be i npossible to share the sequence nunber. Thus, this field
will not be regarded as replicable

See coment (4) for the | Pv4 header, above.

See comment (2) on ECN flags for the | Pv4 header, above.

The urgent pointer is very rarely used. This nmeans that, in
practice, the field may be considered replicable.

TCP Options

o e e e e e e m e e e B TS S +
| Option | SYNonly (1) | Replicable
e S e +
| End of Option List | No | No (2) |
| No-Operation | No | No (2) |
| Maxi mum Segnent Size | Yes | Yes |
| Wndow Scal e | Yes | Yes |
| SACK-Permtted | Yes | Yes

| SACK | No | No |
| Tinmestanp | No | No |
T T . . +

Figure 10. TCP Options

This indicates whether the option only appears in SYN packets.
Options that are not 'SYN-only' may appear in any packet. Many
TCP options are used only in SYN packets. Sone options, such as
MSS, W ndow Scal e, and SACK-Pernmitted, will tend to have the sane
val ue anong replicabl e packet streans.

Thus, to support context sharing, the conpressor should maintain
such TCP options in the context (even though they only appear in
t he SYN segment).

Since these options have fixed val ues, they could be regarded as
replicable. However, the only interesting thing to convey about
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these options is their presence. |If it is known that such an
option exists, its value is defined.

3.5. Summary of Replication

From the above analysis, it can be seen that there are reasonabl e
grounds for exploiting redundancy between flows as well as between
packets within a flow Sinply consider the advantage of being able
to elide the source and destination addresses for a repeated
connection between two | Pv6 endpoints. There will also be a cost (in
terns of conplexity and robustness) for replicating contexts, and
this nust be consi dered when one deci des what constitutes an
appropriate solution

Finally, note that the use of replication requires that the
conpressor have a suitable degree of confidence that the source data
is present and correct at the deconpressor. This may pl ace sone
restrictions on which of the 'changing’ fields, in particular, can be
utilised during replication

4. Analysis of Change Patterns of Header Fields
To design suitable nechanisns for efficient conpression of all header
fields, their change patterns nust be analyzed. For this reason, an
extended classification is done based on the general classification
in 2, considering the fields that were | abel ed CHANG NG i n t hat
cl assification.
The CHANG NG fields are separated into five different subcl asses
o STATIC

These are fields that were classified as CHANG NG on a genera
basis, but that are classified as STATIC here due to certain
addi ti onal assunptions.

0 SEM STATIC

These fields are STATIC nost of the tinme. However, occasionally
the val ue changes but reverts to its original value after a known
nunber of packets.

0 RARELY- CHANG NG ( RC)

These are fields that change their values occasionally and then
keep their new val ues.
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0 ALTERNATI NG
These fields alternate between a snmall nunber of different val ues.
0 | RREGULAR

These, finally, are the fields for which no useful change pattern
can be identified.

To further expand the classification possibilities w thout increasing
complexity, the classification can be done either according to the
val ues of the field and/or according to the values of the deltas for
the field.

Wien the classification is done, other details are al so stated
regardi ng possi bl e additional know edge about the field values and/or
field deltas, according to the classification. For fields classified
as STATIC or SEM STATIC, the value of the field could be not only
STATIC but also well-KNOM a priori (tw states for SEM STATIC
fields). For fields with non-irregular change behavior, it could be
known that changes are usually within a LI M TED range conpared to the
maxi mal change for the field. For other fields, the values are
conpl et el y UNKNOMN.

Figure 11 classifies all the CHANG NG fields on the basis of their

expected change patterns. (4) refers to IPv4 fields and (6) refers to
| Pv6.
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S . . . +
| Field | Value/Delta | d ass | Know edge |
+ + + + +
| DSCP(4) / Tr.dass(6) | Value | ALTERNATI NG | UNKNOWN |
o e e e e e e e e e e e e m o B S B S B S +
| 1P ECT flag(4) | Val ue | RC | UNKNOWN |
e N N N +
| 1P CE flag(4) | Val ue | RC | UNKNOAWN |
R N . N . N . +
| Sequential | Delta | STATIC | KNOWN |
I S S S +
| 1P 1d(4) Seq. junmp | Delta | RC | LIMTED |
I B SR B SR B SR +
| Random | Val ue | | RREGULAR | UNKNOWN |
R N . N . N . +
| P DF flag(4) | Val ue | RC | UNKNOAN |
o e e e e e e e e e e e e m o B S B S B S +
| 1P TTL(4) / Hop Lim(6) | Value | ALTERNATI NG | LIMTED |
S N N N +
| TCP Sequence Number | Delta | | RREGULAR | LIMTED |
T N . N . N . +
| TCP Acknow edgenent Nuni Delta | 1 RREGULAR | LIMTED |
o e e e e e e e e e e e e m o B S B S B S +
| TCP Reserved | Val ue | RC | UNKNOAWN |
S N N N +
| TCP flags | | | |
| ECN fl ags | Val ue | | RREGULAR | UNKNOAWN |
| CR fl ag | Val ue | | RREGULAR | UNKNOWN |
| ECE fl ag | Val ue | | RREGULAR | UNKNOWN |
| URG fl ag | Val ue | | RREGULAR | UNKNOWN |
| ACK flag | Val ue | SEM STATIC | KNOWN |
| PSH fl ag | Val ue | | RREGULAR | UNKNOWN |
| RST flag | Val ue | | RREGULAR | UNKNOWN |
| SYN fl ag | Val ue | SEM STATIC | KNOWN |
| FIN flag | Val ue | SEM STATIC | KNOWN |
o e e e e e e e e oo - o S S S +
| TCP W ndow | Val ue | ALTERNATI NG | KNOWN |
S N . N . N . +
| TCP Checksum | Val ue | | RREGULAR | UNKNOWN |
o e e e e e e e e m o Fom e e e e e o oo Fom e e e e e o oo Fom e e e e e o oo +
| TCP Urgent Pointer | Val ue | I RREGULAR | KNOWN |
o e e e e e e e e oo - o S S S +
| TCP Options | Val ue | | RREGULAR | UNKNOAN |
S N . N . N . +

Figure 11. dassification of CHANG NG Fi el ds
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The follow ng subsections discuss the various header fields in
detail. Note that Table 1 and the discussion bel ow do not consider
changes caused by 1 oss or reordering before the conpression point.

4.1. | P Header
4.1.1. |IP Traffic-Class / Type-O-Service (TOS)

The Traffic-C ass (I Pv6) or Type-O-Service/DSCP (I Pv4) field might
be expected to change during the lifetime of a packet stream This
anal ysis considers several RFCs that describe nodifications to the
original RFC 791 [1].

The TOS byte was initially described in RFC 791 [1] as 3 bits of
precedence followed by 3 bits of TOS and 2 reserved bits (defined to
be zero). RFC 1122 [21] extended this to specify 5 bits of TCS

al t hough the neanings of the additional 2 bits were not defined. RFC
1349 [23] defined the 4th bit of TOS as 'ninimze nonetary cost’

The next significant change was in RFC 2474 [14] (obsol eting RFC 1349
[23]). RFC 2474 reworked the TOS octet as 6 bits of DSCP (DiffServ
Code Point) plus 2 unused bits. Mst recently, RFC 2780 [30]
identified the 2 reserved bits in the TOCS or traffic class octet for
experinental use with ECN

It is therefore proposed that the TOS (or traffic class) octet be
classified as 6 bits for the DSCP and 2 additional bits. These 2
bits may be expected to be zero or to contain ECN data. Froma
future-proofing perspective, it is preferable to assune the use of
ECN, especially with respect to TCP

It is also considered inportant that the profile work with | egacy
stacks, since these will be in existence for some considerable tine
to come. For sinplicity, this will be considered as 6 bits of TGOS
information and 2 bits of ECN data, so the fields are al ways
considered to be structured the sane way.

The DSCP (as for TOS in ROHC RTP) is not expected to change
frequently (although it could change md-flow, for exanple, as a
result of a route change).

4.1.2. ECN Fl ags
Initially, we describe the ECN flags as specified in RFC 2481 [ 15]
and RFC 3168 [18]. Subsequently, a suggested update is described
that would alter the behavior of the flags.

In RFC 2481 [15] there are 2 separate flags, the ECT (ECN Capabl e
Transport) flag and the CE (Congestion Experienced) flag. The ECT
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flag, if negotiated by the TCP stack, will be "1' for all data

packets and '0" for all 'pure acknow edgenent’ packets. This neans
that the behavior of the ECT flag is linked to behavior in the TCP
stack. \Whether this can be exploited for conpression is not clear.

The CE flag is only used if ECT is set to '1'. It is set to '0" by
the sender and can be set to '1' by an ECN-capable router in the
network to indicate congestion. Thus the CE flag is expected to be
randonmy set to 1" with a probability dependent on the congestion
state of the network and the position of the conpressor in the path.
Therefore, a conpressor |ocated close to the receiver in a congested
network will see the CE bit set frequently, but a conpressor |ocated
close to a sender will rarely, if ever, see the CE bit set to 'Y’

A recent experinmental proposal [19] suggests an alternative view of
these 2 bits. This considers the two bits together to have 4
possi bl e codepoints. Meanings are then assigned to the codepoints:

00 Not ECN capabl e

01 ECN capabl e, no congestion (known as ECT(0))
10 ECN capabl e, no congestion (known as ECT(1))
11 Congestion experienced

The use of 2 codepoints for signaling ECT allows the sender to detect
when a receiver is not reliably echoing congestion information.

For the purposes of conpression, this update neans that ECT(0) and
ECT(1) are equally likely (for an ECN capable 